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TEXHUYKU EJIABOPAT

IIpo0JieM KOjH ce TEXHUYKHUM pellieheM peliaBa:

Semantic system for improving energy efficiency and security of the smart buildings, referred as
ECM (Energy Conservation Measures) is a technical solution that deals with the problem of
inefficient use of energy, energy wastes and security problems that occur in both residential and
non-residential buildings. From the IT perspective, it solves problems regarding great amount of
collected data, working with both collected data and contextual knowledge and providing adequate
communication with users.

Irrational energy consumption and waste of energy are two very big problems the world faces today.
It is common thing to see people leaving their homes, or rooms within homes, leaving lights on or
TV working for hours. It is also common for people to open their windows while the heating is on
or the air conditioning is working. Some of these appliances can waste a lot of energy that can cost
people a lot of money without them even noticing [1] [2]. If we even disregard financial aspect of
this problem, it is still huge. People in general use a lot of energy every day all over the world and
if continue to use it inefficiently we could face some serious problems regarding pollution and need
for the energy. According to United States Department of Energy residential sector accounts for
about 21% of total U.S. energy consumption [3] and according to [4] up to 35% of energy used at
homes is wasted, so we could say that reducing energy wastes at homes could have a significant
impact to total energy consumption.

In order to increase energy efficiency of the general population it will require change of habits to
the most people which is not easy to do. ECM tends to influence the users to be more aware of the
energy they waste and to encourage them to be more efficient.

ECM also deals with some security and health problems in the buildings such as leaving your home
while leaving your windows or the door open or having very poor air quality.

Crame pelieHOCTH TOT NMpodJieMa y CBeTYy:

There are lots of ways to deal with inefficient use of energy and energy wastes such as adding and
improving insulation [5] [6], buying more efficient appliances [7] [8], etc. However ECM is based
on proactive approach with goal to become more efficient themselves. There are examples of
Internet of Things (IoT) approaches to this problem [9] [10], however the majority of solutions
allow you to see measured data as raw input or with some explanations but will not recognize
problematic situations. As mentioned above, inefficient use of energy is a huge problem in the world
and we see more and more approaches to it all the time. One of possible approaches is described in
this technical solution.



Onuc TEXHUYKOT peliemha ca KapaKTepucTUKaMa, yk/byuyjyhu nparehe
WIyCTpalUje ¥ TeXHUYKe LpTexe:

ECM system has the ability to recognize potentially problematic situations and notify users about
them. It helps users monitor their energy consumption and reduce waste of energy. ECM aims to be
proactive by informing users about problematic situations and recommending actions to be taken
(Figure 1). Due to large number of collected data as well complicated contextual data, ECM needed
to be divided in several independent parts that work together. Architecture of the system will be
presented later.
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Figure 1: ECM overview

Events

Each potentially problematic situation has its own predefined logical conditions that determine
whether that situation is currently taking place. When the set of conditions is met for a problematic
situation, an event is activated. There are three types of events in ECM: Energy conservation issues,
Security issues and Health issues. Also, events can be divided spatially in two groups: room-related
events and apartment-related events. These events are as follows:
1. Energy conservation issues

1.1. Heating is turned on while at least one window is open in the same room.

1.2. A room is unoccupied while the heating is on.

1.3. A room is unoccupied while a multimedia device is turned on.

1.4. A room is unoccupied while the lights are turned on.

1.5. The temperature in the room is larger than a predefined threshold while the heating is turned
on.

1.6. The house is unoccupied while the heating is on.



2. Security issues
2.1. A room is unoccupied while a window is open in that room.
2.2. The entrance door is open while there is no one in the hall.
2.3. The entrance door is open while there is no one in the house.
2.4. The house is unoccupied while a window is open.
3. Health issues
3.1. Moderate air quality has been detected while all the windows in the room are closed.
3.2. Poor air quality has been detected while all the windows in the room are closed.
3.3. Unhealthy air quality has been detected while all the windows in the room are closed.

3.4. Unhealthy air quality has been detected while the windows are open.

Some of the events imply that other events are also active e.g. event 1.6 implies that several events
of type 1.2 (for each of the rooms in the house) will also be active. It would bother users to get
notifications that their house is unoccupied and then to get a notification for each room as well. That
information would be redundant and could do more harm than good since the users will not be
happy. To deal with these situations, event prioritizing is introduced. We say that the event 1.6 is
of higher priority than the event 1.2, since we do not want any notifications of type 1.2 to be sent to
the users while the event 1.6 is active. Also, event grouping is introduced to group several events
into one when needed in order to reduce number of notifications the users receive. For example, if
the room is unoccupied while the windows are open and the heating is turned on, events 1.1, 1.2
and 2.1 would be active. This is also a redundant information since 1.1 and 1.2 imply 2.1, so these
events are all grouped into one event and only one notification is sent to the user.

ECM uses four types of sensors that provide needed measurements for the events described above:
e Door/window sensors
e Motion, light, temperature (MLT) sensors
e VOC sensors
e Smart cables/plugs

Door/window sensors consists of two parts that ca be joined together or separated. When a
window/door is open, parts are separated and when a window/door is closed, parts are joined. In
addition, window sensors also measure temperature. MLT sensors can detect motion in a room,
measure illuminance and temperature. VOC sensors monitor volatile organic compound (VOC)
levels in the air. Based on the level of VOCs in the air, air quality can be determined. Smart
plugs/cables measure demand of the appliances that have been plugged into them. They can be also
actuated upon, so the users can turn the appliances off remotely.

Instantly notifying a user about problematic situation could be problematic because the user could
have, for example, opened a window just for a few seconds and then closed it, and in that situation
it is not necessary to bother the user with a notification. Sending notifications too soon and too often
could cause users to start disregarding them very quickly. Therefore, a new logic value, called event
activity indicator is introduced. This indicators determines if the event is really active so the
notification can be sent. Even if the logical conditions for certain problematic situation are met, the
event will not be active for some time, called trigger timeout (Figure 2). On the other hand, if the
conditions are no longer met, event will be immediately deactivated. If the user did not react after
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receiving a notification, that notification will be resent after some time, called notification timeout.
The notification timeout will be respected even if the event restarted in meantime (Figure 2, second
half of the first diagram).

When a user receives a notification, he or she has three options: snoozing, dismissing or disabling
the notification. If a user snoozes the notification, the notification could be resent after notification
timeout passes if the event is still active. However, if the notification is disabled, the user will not
receive a notification for the same event until it is restarted (deactivated and activated again).
Disabling a notification means that notifications of the same type will not be sent to the user for that
room or apartment until enabled again.
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Figure 2: Event activity and notification diagram

This principle about timeouts caused some problems with events regarding health issues. Logical
condition for them to be activated is met if the level of VOC in the air is above a threshold. The
threshold for the event 3.2 (T32) will always be higher than the threshold for the event 3.1 (Ts.1). If
the condition for the event 3.1 is VOC > Ts.1, then if VOC level reaches T3.2, the event 3.1 will still
be active as well, so we will have both 3.2 and 3.1 active which we do not want. This can easily be
solved by setting the condition for the event 3.1 to be T3.1< VOC < Ts2. This, however, causes
another problem: if there is a situation where we had VOC > T3z and active event 3.2 and then VOC
drops just below T3.2 we would expect event 3.1 to be active immediately. However, due to the
trigger timeout this will not be the case, and for some time no health issue event will be active
(meaning that air quality is good) when, in reality, air quality is not good. To deal with that problem,
logical conditions are left as VOC > Tz (n =1, 2, 3), but the principle of event prioritizing is used.
The event 3.n is of a higher priority than the event 3.(n-1) which means that if the event 3.n is active,
the event 3.(n-1) is also active, but “hidden” behind the event of a higher priority, as described
above. In this case, when VOC drops below T3., the event 3.(n-1) will be active immediately.



System Architecture

ECM service consists of five parts: the MySQL database [11], Influx database [12], the ontology
[13], the mobile application and the reasoning engine, as shown in Figure 3.
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Figure 3: System Architecture

The MySQL database is used to store is used as a backend of the mobile application, as well as a
storage for the configurable parameters. Configurable parameters are thresholds for the health-
related events, all the timeouts (trigger and notification), threshold for the event 1.5 etc. It is also
stores users’ data (ID numbers of their apartments) used for sending notifications by the engine.

Influx database stores real-time collected from the sensors installed on the sites. Each sensor works
“on change” and sends new measurements to the database only when their current value is different
from their previous value. Measurements are stored in different data groups according to the type
of the measurement (e.g. temperature, VOC, etc.) This data is later used by the reasoning engine to
determine whether an event should be activated. Influx database is hosted on the server and can be
accessed by ECM using influxdb-python! library.

The ontology stores contextual knowledge about all the sites, houses, apartments, rooms, installed
sensors and links between them. It provides information which sensors are installed in which rooms
and apartments, which rooms are in which apartments etc. It provides the engine with the
information about devices connected to the sensors and user-defined labels of the devices and
rooms. The ontology can infer new knowledge based on the data that is put in it directly using its
semantic reasoner. The inferred information simplifies the process of getting the data from the
ontology and reduces complexity of the queries. The ontology is hosted on Apache Jena Fuseki
server and can be queried by ECM using SPARQL language via HTTPS POST requests.

The mobile application (Figure 4) is used by the end users to monitor measured data, energy
consumption and active events. It shows all the notification received by the reasoning engine. In the

1 https://github.com/influxdata/influxdb-python




cases when smart plugs or cables are part of the notification it also allows users to turn the devices
on or off remotely. For example, if a user receives a notification that a TV is turned on in an empty
room, he or she will have the option to remotely turn the TV off. Users can customize the
notifications by naming certain rooms and devices in their apartments, e.g. “Bedroom 1” or “John’s
computer”. When a user sets custom names, these names are updated in the ontology. Since ECM
reloads contextual data from the ontology once a day, there is a need for additional asynchronous
communication between mobile application and the reasoning engine in order to allow the engine
to start using new custom names immediately. For the implementation of that communication,
MQTT protocol implementation is used [14]. The same protocol is used to notify the engine if the
user snoozed, dismissed or disabled a notification.
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Figure 4: Mobile app

ECM reasoning engine works in a loop that is constantly checking if an event is activated. In every
iteration of the loop, the engine goes through all the apartments and rooms and checks the logical
conditions for all of their events. Since there could be great number of sensors in a system, it is not
possible to get data for each sensor individually since querying a database is too much time
consuming and the system needs to work in close to real-time. Because of that, an integral Influx
query is created that gets all the measurement changes in Influx from the last few minutes. That
query is then executed at the beginning of the loop iteration. Resulting data is then stored in a
dictionary for easy and quick access while looping through the apartments and rooms.
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Querying the ontology in every iteration of the main loop is too time consuming, so the ontology is
loaded to the dynamic memory of the system once a day. It is possible that changes occur on the
sites by moving a device from one room to another, replacing a sensor, including new apartments
to the system etc. These changes will not be seen by the system until the ontology is reloaded. Since
these new changes should not be urgent, they can wait for up to one day with no problem. This also
stands for most of the configurable parameters stored in the MySQL database which is also reloaded
daily. As explained above, for more urgent changes MQTT protocol is used.

The flowchart that illustrates the described algorithm is shown in Figure 5.
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Protocol on testing of the technical solution

Semantic system for improving energy efficiency and
security of the smart buildings
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